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Cybercrime Management –
Control Perspectives
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Dr K Rama Subramaniam

Agenda

• Protecting corporate information assets – the GRC angle 

Id if i   b i  h  i  h  b  i d  i  • Identifying a cybercrime when it has been committed or is 
about to be perpetrated

• Creating and enforcing a strong control environment

• Response and escalation when you see a cyber infraction

• Why is cybercrime management not merely an IT function
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• Implementing and testing the controls for operational 
assurance and life-cycle assurance
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Conceptualization of 
Risk

Threats F { T E V A }F { T, E, V, A, …}
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Information 
Assets

Conceptualization of 
Risk

Threats F { T E V A C}
Controls

F { T, E, V, A, C}
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Information 
Assets
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Cyber Crimes

• What is it?
Involves use of Computers and often, the Internet too

Damages  or destroys valuable information asset

Compromises the privacy and proprietary controls over 
information 

• What it is not?
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Crimes that use computers as a better means of communication

All that is somehow related to electronics!

Information is the 
World’s new Currency

- Ralph Basham, Director 
US S t S i
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US Secret Service
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We were fighting 
these….
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Now, we are 
fighting these…
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Who is affected?

8%
4%

1%

76%

11%
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Financial Sector ISP Retail Internet Community Others

What has changed?

• What has changed?
The motivation has changed

The rewards have changed

The ‘goods-on-offer’ has increased

• Other influencers
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Law enforcement capability has not kept pace

Legal system is very slow to recognize these changes
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Who is involved?
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Cyber criminals are 
not script kiddies!

78% attacks exported user data

76% f th tt k d k76% of the attacks used a key 
stroke logging tool to steal online 
banking accounts 

12% of all data breaches that 
occured exposed credit card 
information

The average cost per incident of a 
data breach in USA was $6 7
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data breach in USA was $6.7 
million

Lost business amounted to an 
average of $4.6 million
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What is on sale?

13 www.btmkm.com                                               www.valiant-technologies.com                                 

Security  Concerns

25%

60%

Cyber Terrorism

Cyber Crime

4%

4%

16%

16%

19%

23%

Data Breach

Unstructured Data

Web 2.0

Cloud Computing

Virtualization

Mobility
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2%

3%

0% 50% 100%

Outsourcing

Open Source Apps
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Is it all technology?
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Source:  CSI Survey, 2008

Whom do you 
control?

MALICIOUS NON- MALICIOUS

CURIOUS & 
IGNORANT
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PERPETRATORS OF INFORMATION SECURITY INFRACTIONS
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Who should handle?

• IT Manager?

• Top Management?

• User Management?

• Corporate Security?
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• Audit and Assurance?

What do we do?

• Design and Enforce DLP controls

• Increase awareness

• Exemplary action when you identify an 
infraction

d l h
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• Good Digital Forensics Mechanism
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Digital Forensics 
Process

Create and maintain 
guidelines & 
procedures

Address  forensic 
considerations in 

policies 

Capability to 
perform computer  &  

network forensics 
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Determine which 
parties should be 

involved

Participation of 
Teams within 
organization

What do you assure 
stakeholders?

• Operational Assurance of Controls
Controls are appropriate and relevant

• Life Cycle Assurance of Controls
Controls work the way they were designed to 
work
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work
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A BRIEF CASE  STUDY…
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THANK YOU
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rama@btmkm.com


